Abstract
Introduction
Risk Management (RM) is a continuously developing arena whose ultimate goal is to define prevention and control mechanisms to address the risks attached to specific activities and valuable assets. The early identification of potential problems allows the creation of plans to reduce their potential adverse impact [1] . A RM process describes a set of systematic activities to support the proactive identification and mitigation of risks within a specific environment.
Depending on the knowledge area, several definitions of risk can be found in the literature. For instance, in [2] risk is defined as: "An undesirable outcome that poses a threat to the achievement of some objective. A process risk threatens the schedule or cost of a process; a product risk is a risk that may mean that some of the system requirements may not be achieved."
Similarly, the ISO Guide 73:2009 [3] defines risk as: "...the combination of the probability of an event (threat 1 ) and its consequences when exploiting any vulnerability 2 ". Risk always exists, whether or not it is detected or recognized by an organization. Several areas involve risks that should be treated to provide significant benefits to an organization, like business risks, market risks, credit risks, operational risks, IT risks, engineering, etc. Thus, RM strategies vary from generic approaches, project management, IT (including information security), safety engineering, etc. Highly specific areas, like aviation or banking, are more focused on analytical methods to assess and quantify risks, rather than processes and methodologies to manage the overall risk environment.
Despite the fact that different communities use different terminology and phrasing to define risks, they share the main basic concepts, which are illustrated in Figure 1 .
Figure 1. Risk Management Concepts
1 Threat is any circumstance or event with the potential to adversely impact an asset through unauthorized access, destruction, disclosure, modification of data, and/or denial of service [3] . 2 Vulnerability is the existence of a weakness, design, or implementation error that can lead to an unexpected, undesirable event compromising the security of the computer system, network, application, or protocol involved [3] .
A risk exists when a threat with the potential to cause loss or harm occurs and is able to exploit a vulnerability/weakness associated with an asset that has a value to be protected. The type of assets depends on the nature of the organization, but might include physical entities (e.g., person, office), information entities and processes. When the vulnerability is exploited, it causes an impact on the achievement of the organization objectives. The goal of RM is to manage risks by defining a set of adequate controls to block threats, eliminate vulnerabilities or reduce the impact of the risk occurrence.
Analyzing and modeling risks is one of the most critical task in the overall process of RM. Traditional approaches, such as Fault Tree Analysis, Event Tree Analysis, Failure Mode Effect and Criticality Analysis are commonly used to model risks in the safety community [9, 10] . However, these approaches are not suitable to address the imminent risks that today's organizations face at multiple levels (both internally and externally).
Several models have been proposed to address risks at the organizational level, integrating the different views of the related stakeholders, such as the COSO Enterprise RM framework (see Section 2), KAOS [11] , GBRM [12] and the Tropos Goal Risk Model [13] . Risks at the organizational level are covered by Enterprise Risk Management (ERM), which provides a framework to manage the uncertainty and the associated risks and opportunities in the global scope of an organization. Thus, ERM should be seen as an enabler to the organizations, being impossible to operate on silos. In fact, ERM is part of the corporate governance, providing risk information to the board of directors and audit committees. It is also related to the performance management by providing risk adjustment metrics, with internal control, and with external audit firms. This increases the requirement to be able to exchange risk information, supporting the interoperability 3 of risk information. RM activities must be aligned with the business processes of the organization [14] . When organization business processes and strategic planning are aligned with proactive RM activities, a well-defined path and strategy to attain business value is achieved. However, no known business processes have the capability to formally define the sources and dependencies of risks [15] . Moreover, obtaining value through risk assessment can only be achieved through appropriate reporting and communication mechanisms. Due to a complete view of organization's risks, overall risk 3 As defined by the Institute of Electrical and Electronics Engineers (IEEE), interoperability is the ability of two or more systems or components to exchange information and to use the information that has been exchanged [8] .
information becomes visible to executives and management boards, making it possible to incorporate this information to strategic and operational planning.
Furthermore, as computer systems quickly spread into organizations' processes that have a human, social and organizational purpose; it is crucial to have a holistic view of the overall sociotechnical system [16] . Due to the interactions and dependencies between different layers of the sociotechnical system, the implications that result from a problem in one of the layers are increased. As a consequence, software components must be trustworthy, being available when required, and operating correctly without producing undesired effects. The trustworthy degree of a computer system is usually known as its dependability [17] , which can be seen as a set of protection requirements to protect systems against abnormal events (e.g., internal failures, attacks) [2] . In order to define adequate protection requirements, it is required to understand the risks that can affect the system and its environment. A risk-driven approach is widely used to understand the events that could cause damage and that are likely to occur. In complex dependable systems with interactions and dependencies between different components, the holistic view and sharing of risk information becomes an important tool to achieve the most suitable protection requirements.
Indeed, one of the main problems of RM is the fact that several efforts operate in silos with narrowly focused, functionally driven, and disjointed activities [14] . This leads to a fragmented view of risks, each using their own language, customs and metrics. The lack of interconnection and holistic view of risks hampers an organization-wide view of risks, where interdependent risks are not anticipated, controlled or managed. On the other hand, there is an increasing requirement to exchange risk and control information between organizations and external audit firms. Mapping risk and control information, both internally and to external organizations is highly expensive and inefficient. The lack of interoperability mechanisms between applications used to support different techniques also impedes the analysis of interrelated risks.
This paper proposes an alignment between RM, Governance and Enterprise Architecture (EA) activities, in order to provide a systematic support to map and trace identified risks to artifacts modeled within an EA, supporting the overall strategy of any organization. We analyze the relationships between RM and EA activities and propose a solution to manage the risk information in an integrated and holistic way.
The remainder of this paper is organized as follows. First, in Section 2 we describe the related work in the areas of IT Governance, RM and EA. Section 3 shows the proposed approach to address risks through the EA, while Section 4 details the relation between EA and RM processes. Section 5 details the architecture view for the management of risk information. Finally, Section 6 presents the main conclusions of this work.
Related work IT Governance
IT Governance encompasses "the leadership, organizational structures and processes that ensure that the enterprise's IT sustains and extends the organization's strategies and objectives" [27] .
The key governance framework COBIT organizes activities into a well-defined process model and identifies which resources can be leveraged to achieve specified objectives. It aims to ensure alignment between technology and business requirements by making performance against measures transparent and defining control objectives to govern processes. COBIT provides a controlled process model organized in four domains: Plan and Organize; Acquire and Implement; Deliver and Support; Monitor and Evaluate. COBIT relates all processes to each other through input and output dependencies and models the relevance of each process in supporting a number of information criteria (Effectiveness, Efficiency, Confidentiality, Integrity, Availability, Compliance, and Reliability). Finally, COBIT includes a maturity model based on the CMMI [1] and ISO 15504 [6] , a capability model developed to integrate practices, methods and maturity models for different disciplines in a process improvement approach. The main goal is to help organizations to manage and control nowadays' complex development and maintenance processes, providing best practices that address development activities applied to products and services.
Risk Management
RM frameworks are especially concerned with the definition of a set of principles and foundations to guide the design and implementation of RM processes in any type of organization. Since they are not focused on any specific area of implementation, it is not possible to find any recommendation about adequate methods to execute within the RM process or even a previous knowledge base with common risks and suitable treatment plans for the identified risks.
The ISO 31000:2009 RM standard [4] is based on the principle that RM is a process operating at different levels, as shown in Figure 2 . The RM process is characterized by the combination of policies and procedures applied to the activities of establishing the context, assessing (identifying, analyzing and evaluating), treating, communicating, consulting, monitoring and reviewing the risks.
First, defining the context is crucial to identify strategic objectives and define criteria (both internal and external parameters) to determine which consequences are acceptable to this specific context. Second, today's organizations are continuously exposed to several threats and vulnerabilities that may affect their normal behavior. The identification recognizes the existence of risks; the analysis examines the nature and severity of the identified risks; and the evaluation compares the severity of risks with the defined risk criteria, to decide if the risks are acceptable, tolerable or define the appropriate techniques/controls to handle them.
Figure 2. Risk Management Process
The identification of threats, vulnerabilities and risks is based on events that may affect the achievement of the goals identified in the first phase. After that, the risk analysis and evaluation estimates the likelihood and impact of risks to the strategic goals, in order to be able to decide on the appropriate techniques to handle these risks (Treat Risks).
The RM process requires a continuous monitor and review activity to audit the behavior of the whole environment allowing, for instance, the identification of changes in risks, or the suitability of implemented risk treatment procedures and activities. Finally, the communication and consultation activities are crucial to engage and dialog with stakeholders. Enterprise Risk Management (ERM) is the process of identifying and analyzing risks, from an integrated and organization-wide perspective [18] .
The Committee of Sponsoring Organizations of the Treadway Commission (COSO) view of ERM is that "Every entity exists to provide value for its stakeholders" [19] . In fact, all entities can face several types of uncertainty, raising a challenge to the management on how to deal with such uncertainty in a way that maximizes the values of those entities for the interested stakeholders.
In 2004, COSO issued the COSO ERM Framework [19] to provide a common accepted model for evaluating and aligning effective enterprise-wide approaches to RM. This framework defines essential ERM components; discusses key ERM principles and concepts, and suggests a common ERM language.
Figure 3. COSO ERM Framework
As shown in Figure 3 , the COSO ERM Framework analyzes ERM from three different dimensions:
Objectives, Organization (and organization units) and components of ERM.
Within the context of an organization vision, management establishes objectives for several levels.
The COSO ERM framework organizes objectives in four categories:
• Strategic: high-level goals to support the organization's mission.
• Operations: effective use of the organization operational resources.
• Reporting: reliability of reporting (both for internal and external stakeholders).
• Compliance: compliance with applicable law and regulations. The proposed categories might overlap, since a specific objective can fall into more than one category, but support the focus on distinct issues of ERM.
The organization dimension considers ERM activities at all levels of the organizational architecture (e.g., Organization-level, Division, and Business Unit).
Finally, the framework is composed by eight interrelated components:
• Internal Environment -encompasses the tone of an organization, and establishes the basis for how RM is viewed and addressed.
• Objective Setting -the definition of objectives is required to allow the identification of potential events affecting their achievement. 
Enterprise Architecture
Architectural descriptions provide rigorous descriptions of complex systems with diverse concerns, and are a recommended approach to tackle the dynamic and increasing complexity of those systems. According to the IEEE Std. 1471-2000, which has also become ISO/IEC 42010:2007, architecture is "the fundamental organization of a system, embodied in its components, their relationships to each other and the environment, and the principles governing its design and evolution" [7] . It considers that a system has a mission and inhabits an environment which influences it. It also has one or more stakeholders that have concerns regarding the system and its mission. Concerns are "those interests that pertain to the system's development, its operation, or any other aspects that are critical or otherwise important to one or more stakeholders".
A system has an architecture described by an architecture description which includes a rationale for the architecture. The architecture description is also related with the stakeholders of the system and deals with several views according to the viewpoints of the stakeholder. This includes functional and nonfunctional aspects of stakeholders' concerns.
Accurate architecture descriptions provide a "complete picture" of the overall system. However, any system (especially a complex system made of software, people, technology, data and processes) is continuously subject to changes, usually driven by the evolution of the system environment [20] .
Enterprise Architecture is a holistic approach to systems architecture with the purpose of modeling the role of information systems and technology in the organization, aligning enterprise-wide concepts and information systems with business processes and information. It supports planning for sustainable change and provides self-awareness to the organization [21] .
The Zachman framework is a "way of defining an enterprise's systems architecture" with the purpose of "giving a holistic view of the enterprise which is being modeled" [22] . It can also be described as a "classification theory about the nature of an enterprise" and the kinds of entities that exist within. As shown in Figure 4 , the Zachman framework presents itself as a table where each cell can be related to the set of models, principles, services and standards needed to address the concerns of a specific stakeholder. The rows depict different viewpoints of the organization (Scope, Business, System, Technology, Components, and Instances), and the columns express different perspectives on each of the viewpoints (Data, Function, Network, People, Time, Motivation). Due to its visually appealing nature almost resembling a "periodic table of the elements" of descriptive representations of the organization, it is very useful in analyzing the scope of specific models and frameworks, and in reconciling potentially conflicting viewpoints.
The Open Group Architecture Framework (TOGAF) [23] provides methods and tools to support architecture development. It comprises seven modules which can be partly used independently of each other. The core of TOGAF is the Architecture Development Method (ADM), which consists of a cyclical process divided in nine phases as shown in Figure 5 .
After a preliminary phase in which the context, relevant guidelines, standards, and goals are identified, the main process begins with the elaboration of an architecture vision and the principles that should guide the architecture work. This architecture vision phase provides the basis for developing the business architecture, information systems architecture, and Finally, the architecture change management phase ensures that the architecture continues to be fit for purpose. All of the phases are executed concurrently with a Requirements Management activity, which drives the other phases. The ADM can be adapted for various purposes, and in more complex situations, the architecture can be scoped and partitioned so that several architectures can be developed and later integrated using an instance of the ADM to develop each one of them.
Approach
This paper proposes an alignment between Risk Management (RM), Governance and Enterprise Architecture (EA) activities. The main rational for this proposal is to provide a systematic support to map and trace identified risks to enterprise artifacts modeled within an EA, supporting the overall strategy of any organization. Figure 6 represents the overall approach.
Figure 6. Integrating Risk Management into the organization
In fact, Governance processes intend to ensure the comprehensive control when moving from strategic planning to operative implementation. This task demands orientation and transparency that can be supported by EA processes. Indeed, EA can be used to reveal deficiencies, show complex interactions between strategies, business processes, services and infrastructure, providing a foundation for complex analysis (either by Governance or Risk Management activities). We propose an integrated view of Governance, Risk and EA to support organizations to be efficient, effective and reliable. In other words, decision making must be able to do the right things in the right way with a controlled risk.
Organizations can be described in terms of their architecture. The existence of a description of EA artifacts (e.g., data models, business models, strategies, infrastructure plans, hardware, functions, organizational structure, etc) denotes awareness of organization concerning its architecture. Like in buildings, the architecture always exist, either it is recognized, planned and supported by accurate models, but also in scenarios where EA is not recognized by organizations.
When we consider the relation between Governance and EA, EA provides transparent information as a basis for decision making and control activities (Governance). However, this should not be seen as a static relation, since it is also about the continuous provision of updated and accurate information that enables governance, bridging the gap between strategic planning and real operations (strategic alignment).
The interaction between Governance and Risk is already recognized by the broader area of Governance, Risk and Compliance (GRC). In fact, the increasing spread of regulations like Basel II and the SarbanesOxley Act, along with the ultimate series of global economic and financial events, raised the awareness to effectively address the GRC activities of today's organizations [25] . The concepts involved in GRC are not new, but are traditionally addressed as separate concerns inside the organizations. However, these concepts share a set of knowledge, methodology and processes, which allows an optimal and holistic view where GRC activities are addressed in an integrated way to improve decision making, strategy setting and performance. This avoids conflicts, overlaps and gaps between the GRC activities.
Finally, we also propose a connection between Risk and Enterprise Architecture (detailed in Section 4). In fact, risk activities are usually performed in silos and without a clear mapping between risks and potentially affected organization components. We propose to extend risk activities to map risks to EA components, in a way that it is possible to analyze the spreading of risks that can directly affect only one component but contaminate a larger set of valuable assets. On the other hand, updates to the EA will also be reflected in the risk information.
In order to share information between Governance, Risk and EA, providing a common understanding and holistic view of the shared information, we propose to operate on the middle of the Governance, Risk and EA triangle.
Enterprise Architecture and Risk Management
This Section details the relationships between EA and RM. Table 1 shows the mappings between the TOGAF-ADM for EA and the ISO 31000 RM process.
First, establishing the RM internal and external context involves the perception of key values for stakeholders, trends, organizational culture, legal environment, etc., which are also addressed by the three EA phases: requirements management, when defining/refining the overall requirements; preliminary, when defining the main goals, constraints and principles; and vision, when drafting an initial model to represent the overall organization vision on the architecture. In this case, the connection between EA and RM is mutual, since both processes can be used as inputs for the other process (e.g., results from a RM establish the context process can be used when establishing the EA vision).
Identifying risks through a systematic analysis approach can be done using the business, information systems and technology architectures, to identify vulnerabilities in current information entities, processes, actors or technology infrastructure, against threats driven from the specified requirements and context. Similarly, risk analysis (e.g., likelihood estimation, consequences) and evaluation (e.g., identify options, establish priorities) can also make use of the rigorous descriptions provided by the EA. For instance, it is possible to analyze the spread of exploiting a vulnerability in a specific technology component (e.g., affected business processes, information entities, stakeholders, etc.).
The risk treatment options and plans provided by the RM treat risks process can be used by the EA opportunities and solutions phase to establish an initial implementation/migration plan for the overall architecture (this can include the redesign of business processes, replacement of hardware components, etc.). In the opposite way, the seeking for solutions in the EA process can also provide important inputs to evaluate potential risk treatment options. This can be done in a "including way" (this approach can be used to reduced a specific set of risks), but also in an "excluding way" Similarly to the relation between risk treatment and opportunities and solutions, the results from the treat risks phase can also be used by the migration planning, when defining the process to create, evolve and monitor the implementation to enable the realization of the architecture as established in the opportunities and solutions phase. With regard to the implementation governance we can consider that this phase is seen as a project management activity, which can involve a complete risk management process for this single purpose. However, limiting the context to the direct relations, the risk plans defined by the risk treatment phase of the RM process, will provide crucial information to define governance and management activities to realize the architecture, ensuring the conformance to the defined architecture, with a controlled risk.
The architecture change management phase intends to ensure that the architecture continues to be fit-for-purpose, assessing its performance and identifying changes to the framework and principles identified in the previous phases. This can act as a monitoring component that will be able to identify modifications in EA components. Since we track the risks against EA components, a modification can lead to a new risk or change the severity of previous identified risks, which is represented by the influence of this activity into the identification of risks. On the other hand, the monitoring nature of this phase is similar to the monitor and review process, where both activities can inform the other with updated information (the mapping between risks and EA components allows this bidirectional information flow). Also, the monitoring activities are strongly connected to the EA Requirements Management that requests information from other activities to update the conformance of the specified requirements with existing deployed solutions Finally, since the goal of the RM communicate and consult process is to establish a communication channel with all the involved stakeholders, this activity crosses all the EA processes, as EA is organized from a high-level planning to the systems' implementation, where each phase is connected to specific stakeholders.
Solution Overview
In order to address the interoperability and standardization issues in RM and between RM and the related activities of Governance and EA, we propose a RM Framework, including a XML-based Domain Specific Language for RM (Risk-DL), supported by a formal definition of the RM concepts. The proposed framework is supported by an information system to manage the definition or risks. Moreover, the deployed solution is integrated with a Metadata Registry (MDR) to accommodate and map different representations of risks into the risk definition language.
The use of a MDR intends to ensure interoperability between different risk representations, as proposed by ISO/IEC 11179 [26] , where an information system is responsible for managing and publishing descriptive information about resources (risk information). A MDR promotes interoperability by using a common reference model to register the descriptions of the data (semantic interoperability) and the context where it should be used (pragmatic interoperability), while registering version information about the data object (dynamic interoperability) and the corresponding relations (conceptual interoperability), whether related to relationships between different versions of the same or different data objects. This way, the syntactic representation of the Risk-DL language is irrelevant for the overall purpose of this solution.
The proposed solution also provides a set of decision support metrics to help in the definition of adequate risk treatment plans, and enable the analysis of the effectiveness of distinct treatment plans. This solution allows a holistic management of different categories of risks throughout the enterprise, providing an overall view of enterprise risks.
The architecture of the proposed solution is detailed in Figure 7 . The Operator represents the business worker that is responsible to interact with the system. First, the Operator provides a Risk Description that is transformed into the Risk-DL Specification of these risks, using the Risk Modeling component. The transformation into the Risk-DL Specification is supported by the MDR component. This way, the architecture supports different versions of Risk-DL, as well as other risk representations 4 . The rational for this approach is based on the separation of concerns between the risk information and the services processing it.
The Risk Analyzer parses a Risk-DL Specification and generates an internal Risk Representation to be used and processed by the Plan Generator, which is responsible to produce options to manage risks (Risk Plans), based on previous knowledge stored in the Risk Library.
The Risk Library represents a risk knowledge base, locally storing validated risk information as, for instance, risks used in previous scenarios, risk matrices, threats, vulnerabilities, assets, controls, plans, etc.
In order to support the complex decision of the most suitable risk treatment plan for a specific scenario, the Plan Evaluator produces a set of statistics that can be used to compare plans. When risks were defined according to different types of scores (quantitative, qualitative, semi-quantitative, or different scales), the Risk Normalizer is responsible to normalize scores, turning it possible to compare and rank risks defined using different methods.
Finally, the Report Generator produces Risk reports to support the decision on the optimal plan to apply. Also, risk information must be delivered to different stakeholders (with different concerns). Having this in consideration, the Report Generator is connected to the MDR to be able to provide different representations to view the risk information from the perspective of the concerns of every stakeholder.
Note that the proposed solution focuses on the risk dimension of the approach described in section 3. The relation to EA and Governance is expressed on the fact that Risk-DL maps risks to artifacts defined in the EA. Also, the interoperability supported by the way that risks are defined, allows the integration of risks delivered by different organization units (usually done in silos without any connection to other risks identified in organization), supporting a holistic view and integrated management of risks. Finally, the reporting mechanisms provide metrics and reports to support an effective decision making, based on risk and optional paths to deal with them.
Conclusions
Traditional RM efforts operate on silos, limiting the sharing of risk information and the achievement of an updated and organization-wide view of risks. Recently, there has been an effort on the area of ERM, but current solutions and frameworks are not aligned with recognized and well established EA frameworks, like the Zachman framework or TOGAF. In fact, EA descriptions provide a common way to model complex business systems, from the strategic level to implementation details. This paper motivates the use of EA descriptions to represent risk information, allowing a better understanding on the value of assets on the components that can be affected from the manifestation of some risk. In fact, a risk that directly affects an EA component (e.g., a business process) will produce an impact on other components (e.g., other business processes, services, etc.). On the other hand, we discussed the main relationships between the TOGAF-ADM and the ISO 31000 RM process, which are prominent references on the scope of EA and RM, respectively. This analysis showed several connections between these processes, motivating a collaboration of Figure 7 . Architecture Overview efforts to achieve the very same organization objectives.
Finally, this paper proposes a solution to achieve the holistic and common view of risks within an organization. This solution relies on the interoperability between risk tools (e.g., performing risk monitoring, evaluation) and EA descriptions, using an XML based language and a MDR to transform different risk representations into our solution. This way, the proposed solution is not limited to a specific set of tools, neither to a specific language to represent EA artifacts (e.g., UML, BPMN, BPEL, etc.).
